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Abstract: 
 
The creation of the ISO 18000-7 standard is only the first step to creating a market place 
based on ISO 18000-7 technology.  Testing must be implemented to ensure that all tags 
and interrogators claiming compliance with ISO 18000-7 are in fact compliant.  This 
introduces two new requirements beyond ISO 18000-7.  First, ISO 18000-7 must be 
written in such a way that conformance testing is possible.  Second, a method and means 
to perform the conformance test must exist.  The first requirement is solved by ISO 
18047-7, which defines tests for conformance to ISO 18000-7 and the limits of all 
measured parameters.  The University of Pittsburgh has set up a test laboratory for 
DASH7 where testing of ISO 18000-7 tags and interrogators for conformance to ISO 
18000-7 are on going.  This white paper describes the need for conformance testing and 
illustrates the University of Pittsburgh solution for conformance testing.   
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1.0 Introduction 
 
The ISO 18000-7 standard defines the air interface for an active RFID system operating 
at 433 MHz.  RFID systems can be decomposed into a series of layers, similar to the OSI 
or TCP/IP layers for network communication (the Internet).  RFID systems are composed 
of the following four layers: 
 
(1) Back-End Application Layer – This 

layer consists of the software system 
residing behind the interrogators.  
Typically, an application to control 
multiple interrogators and a database 
is included. 

(2) Interrogator Application Layer – This 
layer consists of the software and 
firmware that control interrogator 
operation and enable communication 
between the interrogator and the back-
end system. 

(3) Link Layer – Here, commands are 
converted to binary bit streams and 
vice versa. 

(4) Physical Layer – This is the lowest 
layer where digital data is converted to 
analog signals and transmitted 
wirelessly. 

 
 

 
ISO 18000-7 systems have seen wide deployment within the military and commercial 
shipping communities.  Future applications implementing ISO 18000-7 are numerous 
with multiple companies producing ISO 18000-7 systems.  Thus, an interoperable 
environment is required where vendor A’s tag will work with vendor B’s interrogator 
(reader).  Conformance to the ISO 18000-7 standard is the first step in ensuring such an 
interoperable environment.  Without conformance, interoperability is in general 
impossible among multiple systems. 
 
Interrogators and tags claiming to be built according to ISO 18000-7 need to be tested for 
conformance.  Conformance is the first step in the creation of an interoperable ISO 
18000-7 environment.  Conformance to ISO 18000-7 requires testing of the Physical 
Layer and some Link Layer features.  Complete Link Layer is tested during 
Interoperability testing.   
 
Physical Layer testing can be thought of as verifying that the interrogator or tag under 
test speak the same language, in this case, ISO 18000-7.  Link Layer testing answers the 
question if the interrogator or tag being tested can form sentences and paragraphs using 
the ISO 18000-7 language correctly.  This whitepaper presents the University of 
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Pittsburgh’s solution to conformance testing and the software suite for ISO 18000-7 
Conformance Testing hereafter termed Pitt Test Suite.   
 
A good conformance test platform must have five characteristics, repeatability, 
consistency, automation, transparency, and providing detailed results that are easy to 
interpret.  First, the conformance test must be repeatable to provide every device tested 
with the same input stimuli and test/analysis method no matter how many times the test is 
repeated.  Thus, each device is tested against the same input ensemble.  Second, all data 
samples must be analyzed using the same numerical processes with the same parameters 
and constraints.  This provides consistency among tests.  Third, the test system must be 
automated to allow the entire signal to be tested and to remove potential human error 
and/or subjective judgment.  For instance, the wakeup header in ISO 18000-7 can contain 
300,000 individual pulses.  Fourth, each test must be transparent and all test data retained.  
This enables verification and comparisons of the test results using other tests systems or 
for use with regression testing for next generation devices.  Finally, the results must be 
presented to the client in an efficient manner and must be easily interpreted as to the 
passage or failure of the device.  However, detailed results must be provided to the 
engineering teams that clearly show all failure case information. 
 
While ISO 18000-7 defines the operation of the air interface, a second standard, ISO 
18047-7, defines the parameters and tests to verify conformance to ISO 18000-7.  ISO 
18047-7 defines the basic tests and parameters to evaluate along with the limits of each 
measured variable.  The Pitt Test Suite implements ISO 18047-7 as the base, but provides 
additional information and features beyond ISO 18047-7.  First, all measured variable 
limits are user controllable with the default value set to the ISO 18047-7 values.  The 
Test Suite always initializes itself with the default test values.  This enables users to 
perform quality checking such as Six Sigma type testing.  Second, the Pitt Test suite 
offers additional information beyond that required by ISO 18047-7.  Such information is 
helpful to engineering teams and testers in determining the root cause of any problems 
detected.   
 
This white paper presents the capabilities of the conformance portion of the Test Suite.  
Testing devices for interoperability is a much more involved process and is discussed in a 
separate white paper.   
 
The Pitt Test Suite is available through two different avenues.  First, the Pitt Test Suite is 
available for license from the University of Pittsburgh and used in-house by the licensee.  
Please contact the University of Pittsburgh Office of Technology Management (see 
section 5 for contact information).  Second, interrogators and tags can be tested in the 
RFID Center laboratories for a nominal fee based on the number of hours required to 
perform the test and generate the report.  The client will receive the IQ waveforms used 
in the test along with a detailed report containing the results with pictures of all failure 
points (if any).  All results will be kept confidential and all testing will be performed by 
University of Pittsburgh employees.  Please contact the University of Pittsburgh RFID 
Center of Excellence for further details on testing (see section 5 for contact information 
or email rfid@pitt.edu). 
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2.0 Conformance Testing 
 
Conformance testing focuses on the Physical Layer.  Devices with non-conforming 
Physical Layers have little chance in general of communicating with each other.  ISO 
18047-7 requires interrogator and tag messages to be checked for proper signal 
modulation, bandwidth, preamble and post-amble sequences, proper data/symbol 
encoding. 
 
ISO 18000-7 employs a frequency shift keying (FSK) modulation that is centered around 
433.92 MHz.  The center frequency must be determined and verified to be within the 
limits.  The frequency deviation of all symbols in the communication signal (interrogator 
or tag message) must be checked to be within the specified limits of the standard.  
Further, the bandwidth used by the interrogator and tag must be contained within a set 
limit. This is tested for each message.  All messages are preceded with a preamble and 
conclude with a post-amble.  Both the preamble and post-amble have distinct formats that 
must be verified to be correct.  This verification includes checking the length of each 
symbol making up the preamble and post-amble and checking that the correct sequence 
of symbols is used for each.  In ISO 18000-7, data are encoded using Manchester 
encoding and a stop-bit is appended to each byte of data.  Both the Manchester encoding 
and inclusion of the stop-bit are analyzed. 
 
ISO 18000-7 implements a sleep state for tags to conserve battery lifetime.  Interrogators 
must wake tags up using the ISO 18000-7 Wakeup Signal before communicating with the 
tags.  The Wakeup Signal is composed of a wakeup header and a co-header.  The Test 
Suite tests the Wakeup Signal, ensuring proper frequency modulation, pulse timing, and 
overall duration.   
 
The Pitt Test suite provides a complete and comprehensive Conformance Test for ISO 
18000-7.  It is based on ISO 18047-7 and provides additional capabilities beyond the ISO 
18047-7 requirements.  The entire signal, every bit and every pulse, is tested.  The Pitt 
Test suite offers a repeatable, consistent, and transparent conformance test; it is 
automated to remove human error and to simplify testing of the entire signal; and it 
presents detailed results in an easy to understand format with simple true/false type pass 
or failure indicators.   
 
The Pitt Test Suite is built using LabViewTM (National Instruments product) and is 
equipment agnostic.  All testing is performed using commercial test and measurement 
(T&M) equipment.  National Instruments equipment is the recommended T&M 
equipment due to its seamless integration with LabView.  However, any vendor’s T&M 
equipment (Agilent, Tektronix,…), that can collect the I, Q data, can be used provided 
the data can be converted into the LabView IQ format.   
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The Pitt Test Suite is broken into two parts; first, the data 
capture stage, where input stimuli is provided and data 
(signals) are captured (observed); second, the analysis 
stage, where the captured data are analyzed for 
conformance to ISO 18000-7.  This separation allows a 
more detailed analysis because the analysis is not required 
to be done in real-time.   
 
The Pitt Test suite offers complete control over all test 
parameters.  The default values of all parameters are set 
according to the nominal values of ISO 18047-7.  
However, any parameter can be altered to reflect specific 
test cases.  This enables a user to tighten the limits in order 
to produce products to more stringent requirements than 
required by ISO 18047-7.  Such testing is useful for Six 
Sigma type design requirements.  All parameter values, 
along with all results, are recorded in a log file.  The Pitt 
Test Suite streamlines analysis by allowing the user to 
adjust parameters and then to quickly retest the signal 
without having to reload the signal.   
 

 
Figure 1:  The test limits are accessible and easily changeable.  The default value for all limits is the 

value specified by ISO 18047-7.  The “Test Again” button runs the quick re-test. 
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Figure 2:  The detailed measured values are on the left side, and the simple pass (green) or fail (red) 

indicators are on the right side. 
 
The Pitt Test Suite enables the user to see a screen-shot of each error case causing a 
particular test to fail.  This feature is termed the error viewer.  Each error case is 
presented to the user in a zoomed-in view of the signal with annotations added to indicate 
the location of the error.  The user is able to zoom and pan the display as they see fit to 
analyze the error case.  The Test Suite allows the user to step through and view each error 
case one at a time.  A separate error viewer is provided for each test and the error viewer 
is customized for that test.  The total number of failure points for the entire signal is 
provided.  This information can be used to quantify the severity of any particular error 
and the effort required to correct those errors to bring the device into compliance with 
ISO 18000-7.   
 

 
Figure 3:  Average FSK deviation error viewer. 
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Figure 4:  Transition time error viewer. 

 

 
Figure 5:  Preamble error viewer, here a malformed pulse is highlighted. 

 

 
Figure 6:  Error view for the data test, here malformed data pulses or a malformed packet end 

period will be highlighted.  The Pitt Test Suite checks all data pulses. 
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Figure 7:  Viewing the spectrum of the tag transmitter.  The nominal Center, Symbol Low, Symbol 

High frequencies are overlaid with the actual spectrum. 
 
3.0 Tag Quality Testing 
 
The Pitt Test Suite offers a quick test to evaluate conformance of a tag to ISO 18000-7.  
The quick test can be used for line testing or lot testing where the user wants a simple 
pass or fail indication.  The key measured values are provided and the waveform can be 
saved for later testing using the full-fledged version.  The error viewer is included with 
the quick test.  The quick test is capable of testing a single tag or multiple tags at once. 
 

 
Figure 8:  Setup screen for the quick test.  The user can enter any command they wish, by default the 

basic Collect with UDB (Collection) command is used.  The Tag Manufacturer ID, Tag Serial 
Number, and Slot Number of each responding tag is displayed in the middle right. 
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Figure 9:  Quick test with the window size set to 8 and the maximum packet length set to 31 bytes.  

The GOLD Tag selected slot 4 to respond. 
 

 
Figure 10:  Test parameter setup screen with simple pass/fail indicators on the right side.  Tags can 
be tested in sequence (earliest responding to latest responding) by clicking the “Next Tag” button.  

Tag responses can be saved by clicking the “Saved Clipped Wave” button. 
 
The quick test is a self-contained test for tags.  The quick test issues the ISO 18000-7 
Collection with Universal Data Block (UDB) command to the tag or tags under test.  The 
Collection with UDB command causes all compliant devices to transmit their unique ID 
back to the interrogator, in this case the test equipment.  Figure 9 shows the quick test 
using the Pitt GOLD Tag as the tag under test.  The quick test identifies each tag’s reply 
and then tests each tag response.  In addition, the quick test identifies the Tag 
Manufacturer ID, Tag Serial Number, and Slot Number of each tag responding to the 
Collection command.  This information can be used to evaluate the random number 
generator for a given tag.  Tag responses are evaluated sequentially, based on the order 
the tags responded, with the user selecting when to move to the next tag.  The waveform 
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of each tag response can be saved to a separate file.  These waveforms can later be loaded 
into the full fledged version of the software for a complete analysis.  A log file for each 
tag is generated. 
 

 
Figure 11:  Error viewer for the FSK errors. 

 
4.0 Conclusion 
 
Conformance is the first step to ISO 18000-7 interoperability.  The Pitt Test Suite and 
quick test suite offer a timely and economical means to verify tag and interrogator 
conformance to ISO 18000-7.  The Test Suite encompasses all five requirements for 
conformance testing.  It provides repeatability, consistency, automation, transparency, 
and provides detailed results that are easy to interpret.  As a result, the Pitt Test Suite will 
play a central role in the DASH7 interoperability laboratory housed at the University of 
Pittsburgh RFID Center of Excellence. 
 
5.0 Pitt Test Suite Availability 
 
The Test Suite is available through two different methods.  First, the suite can be 
commercially licensed and then used internally by a company.  Second, the University of 
Pittsburgh RFID Center can perform conformance testing in the RFID Center.  The RFID 
Center’s test and measurement equipment would be used.  University of Pittsburgh 
employees will do all testing and all data will be maintained as confidential.  Testing is 
billed on an hourly rate and it is estimated to require approximately 40 hours (1 week) to 
completely test an interrogator and tag pair. 
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The conformance software is currently available for commercial licensing from the 
University of Pittsburgh.  Please contact the University of Pittsburgh Office of 
Technology Management (OTM) for more details.  Contact information is: 
 
Harold Swift PhD 

Technology Licensing Manager 
Physical Sciences 
hswift@pitt.edu 

 
The RFID Center can perform the testing billing at an hourly rate.  Please contact: 
  
Prof. Marlin H. Mickle 
 Director, RFID Center of Excellence 
 mickle@pitt.edu 
 


